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Instructions how to use a non-administrative Windows user for the Web2
application pool

The Web2 application will use the SOLIDWORKS PDM client API to access file vault information on the IS
server. In order for the API to be able to access the file vault, the Web2 application pool MUST run under a
Windows user profile that has sufficient local registry and application data folder access, as well as COM
component permissions required by the client API. For example the API needs access to the cached card
images, installed add-ins and file format plugins etc.

When you log in to Windows with a user profile on the IIS server and access the local file vault view, the
local application data folders and HKEY_CURRENT _USER registry entries for the vault will be created under
that profile. This allows the Windows user to work in the vault. This user must also have local
administrative permissions in order for the Web2 application to function.

The administrator account that you log in and administer the IIS server under is normally sufficient for this
purpose, and when you configure Web?2 (either for a new install or when upgrading an existing installation)
you must set the SOLIDWORKS PDM Web2 application pool identity to this administrative user account.
See more details on how to install Web2 in the installation guide.

@3 Internet Information Services (IIS) Manager
@ &) [(& v L0825wK + Application Paols
File View Help
Connections
4= UJ' Application Pools
4 Bﬁ \{OBZSWK ([_JSONE\TN) This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes, contain)
H «=‘-_" Application Pools applications, and provide isolation ameng different applications.
> - Sites
Filter: - Go - \g Show All | Group by: No Grouping -
MName = Status .NET Fram... Managed Pipel... Identity Applications
L2} ASP.NET v4.0 Started w40 Integrated ApplicationPoolldentity 0
L2} ASP.NET v4.0 Classic Started 4.0 Classic ApplicationPoolldentity 0
22 Classic .NET AppPool Started w20 Classic ApplicationPoolldentity 0
-2 DefaulthppPool Started  v2.0 Integrated ApplicationPoolldentity 1
Q SOLIDWORKS PDM Web2 Started w40 Integrated dsoneltiv 0
Advanced Settings @
Processor Affinity Mask 4294967295 o
Bl Process Model
Tdentity dsone\tiv
Idle Time-out (minutes) 20
Load User Profile True
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time (seconds) 90
Ping Period (seconds) 30
Shutdown Time Limit (secends) 90 E

If you however want to use a non-administrator user account for the Web2 setup instead of a user with
local administrative permissions you can configure a new account for this purpose. Follow the instructions
below after you have installed 1S and Web2 as outlined in the installation guide.

Setup the local user account
1. Go to Computer Management and create a new local user.
2. Give the user a name and password.
e Note that you must update the Web2 application pool identity settings if this user password
changes at a later point
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{3 Computer Management _=___
File Acton View Help
&= |%F o= HE
(A4 Computer Management (Local) Name l Full Name | Description
= |7} system Tools A 3dslocal
@ Task Scheduler & Administrator Built-in account for administering 4
@ Event Viewer ¥, Guest Built-in account for guest access t
22| Shared Folders
S & ool ndceuss | [ 21
| Users
| Groups 5 IPDMWebUser
@ Performance
g2 Device Manager Rl name: I
= &3 Storage
=% Disk Management Description: I
f(_; Services and Applications
Password: I........
Confir password: I""""
[™ | User must chanae password at nest logon
[~ User cannot change password
[V Password never expires:
™ Account is disabled
3. Once the user is created, open the user properties and go to Member Of tab.
4. Add user to the local 1IS_IUSRS group.
F3iGuest Built-in ac
#&ppMwebUser  PDMWebUser
PDMWebUser Properties

" General  Member Of | Profil

Member of:

Remote Desktop Services Profile |  Personal Virtual [

|Envimnment|5essu

&11S_IUSRS
& Users

Assign permissions to the new account

1.

the IS server:
[ ]

“C:\inetpub\wwwroot\SOLIDWORKSPDM\Web2")

The Windows services application data folder (by default

Use Windows Explorer and give the new user Full Control in the Security tab of the following folders on

The SOLIDWORKS PDM installation folder (by default “C:\Program Files\SOLIDWORKS PDM")
The Web2 application installation folder (by default

“C:\Windows\system32\config\systemprofile\AppData\Local\SOLIDWORKS\SOLIDWORKS

PDM”)
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M SOLIDWORKS PDM Properties x|
General | Sharing  Security IPreviousVetsions | Customize |
Object name:  C:\Program Files\SOLIDWORKS PDM

]
Security |
Object name:  C:\Program Files\SOLIDWORKS PDM

Group or user names:

$2 CREATOR OWNER

82 SYSTEM

33‘, Administrators (W2008R2EN\Administrators)
2 PDMWebUser (W2008R2EN\PDMWebUser)
82, Users (W2008R2EN\Users)

82, Trustedinstaller

Pemissions for PDMWebUser Allow Deny
Full cortrol ¥ [ O =
Modify O
Read & execute O
List folder contents O &
= Read O &

e R e e 3 )

2. Web2 will use SOLIDWORKS PDM COM APl-EZ—:l"S to access the file vault. To make the COM components
work correctly, the new user also needs permissions to launch and activate COM objects. To grant
these permissions go to Administrative tools and open Component services. Expand Component
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Services, Computers, My Computer, DCOM Config.

I & component Services

:-;'O-Fie Acton View Window Help

& |77 XE | Bz O

|| (L3 Console Root a ; :
|| B %. Component Services ﬁ' ﬁ'
B &l Cqmwbers o%.SystemR... %systemro... %s
= & My Computer system32\... system32\... sys

| cOM+ Applications

=

£ %SystemRoot%\system32\appwiz.cpl
%systemroot%\system32\colorui.dll %systemro... %esystemro... %9
systemroots\system32\ntl.cpl system32\l... System32\... Sys
%esystemroot%\system32\pksetup.exe
%systemroot¥%\System32\UserAccountControlSe
%systemroot%\System32\UserAccountControlSe
32-bit Preview Handler Surrogate Host
AccessibilityCplAdmin

AccStore Class

acppage.dll

@
@

@
@

32-bit Preview Accessibility... Acd
Handler Sur...

@
@

FEEEEEEEEEEEE
B Basasasasasabasabasabay

ActiveSockets :
a e.dl ActiveSockets |
AddCmd ppag
AddInRegSrv32
3. Right-click AddInRegSrv32 and select Properties.

& AddcCmd

a

2 AddinReg!  New Window from Here

& AddinSrv | el

& ahadmin ?’roperﬁes s

& APClientt  Help

# £ appwiz.cof :

4. Under the Security tab, Launch and Activation Permissions, select Customize and then press the Edit
button. Add the new user and mark the Allow checkbox for Local Launch and Local Activation
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permissions.
EEETIITE 20|

‘General | Location Semmv'Er'»dpou'Itslldentityl

Il

— Launch and Activation Pemissions
r " Use Default

( j(: Customize | Edit.. I

Security ]
Group or user names:
82 SYSTEM
#2, Administrators (W2008R2EN\Administrators)

82 INTERACTIVE
2 PDMWebUser (W2008R2EN\PDMWebUser)

Add... | Remove |
Permissions for PDMWeb User Allow Deny
Local Launch O
Remote Launch [1 O
Leal Local Activation O
Remote Activation O O

5. Repeat the procedure for the following components:
e AddInRegSrv64
AddInSrv
AutoVuePlugin
DwgFmtServer
InventorServer
MsgPluginSrv
NetRegSrv
SolidEdgePlugin
Via3DPlugin
XpsPlugin

Prepare registry and local application data for the new account
1. Log off of the IIS system.
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2. Loginto the IIS system with the new user account.

‘ w2008r2en\pdmwebuser ‘

T

Log on to: W2008RZEN
How do I log on to another domain?

3. Browse in to the file vault view via Windows Explorer and log in as a user in the vault.
4. Right-click a folder or a file in the file vault view to get the required registry and local application data
entries to generate for this user profile.

2017 SP3 default ‘

G’O [@ Computer ~ Windows (C:) ~ 2017 SP3 default ~ > &

Organize v  New Folder

% Favorites 8 Actions ~ Modify ~ Display ~ Tools ~
€& 2017 5P3 default Name | Checked Out By I Slzel File Type
Bl Desktop m #Documents ... Folder
j. Downloads L lProjecyy Open Folder
2| Recent Places Open in new window

i & SOLIDWORKS PDM Search. ..

4 Libraries
%] Documents 2
nh M isic Arharl At

5. Log off of the vault, exit SWPDM via the tray icon and log off the IS system.
6. Loginto the IIS system as the original Windows user with administrative permissions

Configure the Web2 application pool to use the new user account.

1. Open the Internet Information (1IS) Manager and go to the Application pools. Right-click the
SOLIDWORKS PDM Web2 application pool and select Advanced Settings.

2. Change the Identity to the new user account (computername\username).
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3. Set Load User Profile to True.

\E Internet Information Services (I1S) Manager

6@ | 3 » w2008R2EN » Appiication Pools

&« 1@ -

File View Help
@ il |8 Q'il Application Pox
-4 Start Page = P
L @ < is page lets you view and mana
= j VQOOSRZB\‘I (W2008R2ENVAdmi on the server. Application pools a
=} Application Pools processes, contain one or more aj

- 8 Sites isolation among different applicati
Filter: -
Name =
I ASP.NET v4.0
2} ASP.NET v4.0 Classic
(£} Classic .NET AppPool
2} DefaultAppPool
£} SOLIDWORKS PDM Web2

Advanced Settings n

21|

B (General)
.NET Framework Version
Enable 32-Bit Applications
Managed Pipeline Mode
Name
Queue Length
Start Automatically

= cru

Limit

Limit Action

Limit Interval (minutes)

Processor Affinity Enabled

Processor Affinity Mask

et
v4.0
False
Integrated
SOLIDWORKS PDM Web2
4000
True

0

NoAction

0

False
4294967295

w2008R2en\PDMWebUser

|

| Load User Profile

True I

Maximum Worker Processes
Ping Enabled

Ping Maximum Response Time (seconc 90

True

4. Under Sites, right-click the SOLIDWORKSPDM application and select Manage Application, Advanced

Settings.

5. Set the “Physical Path Credentials” to the new user account (computername\username

File View Help
et E—
Q- iz |18 Q 2(x|
- g 5 Start Page . Fiter B (General) i
=% V/Z00BRIEN (W200BRZENWAAM | | appiication Pool SOLIDWORKS PDM Web2
E]Ju_v gf:;"a“" e ASF | Physical Path C:\inetpub\wwwroot\SOLIDWORKSPD| |—|
L[:]Jé T = .l. Physical Path Credentials - ~ w2008r2en\PDMWebUser 1
B0 ssprietocient = Physical Path Credentials Logon Type ClearText
3 SOLIDV\_IORKSPW T Virtual Path /SOLIDWORKSPDM
Authc  |El Behavior
. Enabled Protocols http

Web2 should now run under the new user account and be accessible from a web browser.

$-073130

Page 7 of 8



75 SOLIDWORKS @ SOLIDWORKS PDM

/ [} SOLIDWORKS PDM Web X '

- & | [ w2008r2en/SOLIDWORKSPDM/View/2017%205P3%20default/Project/DesignData?file=CONTROL%20BOX.

% English ~ @ (admin) Logout

@ SOLIDWORKS PDM web2 | File/Folder name, Comment, Description  Q |

{82017 5P3 default » [[ Project » [JA DesignData

J Preview H Data Card ” Contains

Where Used ‘ File.. 4  Change State 4

CONTROL BOX.SLDDRW

Located In\Project\DesignData’,
Current workflow and state is Default Workflow : Waiting for Approval
Filz is currently Checked In

ansl ]
i | ™
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