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EPDM: Backup/Restore

TITLE: Backing up and Restoring File Vaults

DATE: December 26, 2013

SUBJECT: Enterprise Backup and Restore Procedures

ABSTRACT: Guide on how to backup and restore a file vault in EPDM

File vault backups should be part of the daily management of SolidWorks Enterprise PDM. They are highly
recommended before you upgrade your Enterprise PDM components.

You can use the SQL Maintenance Wizard to schedule a planned backup.

When backing up the vault, the latest updates in files that are still checked out and modified on client
workstations are not included since they are stored in the local file vault view (cache) of the client. To
ensure that the latest information of all files is always included in a backup, the files should be checked
in.
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Backing Up the File Vault Database

Back up the file vault database hosted on the SQL Server using professional backup software such as
Veritas Backup Exec with SQL agent. You can also perform the backup using the SQL Management tools
that are included with the SQL Server.

1. Open SQL Server Management Studio.
2. Expand the Databases folder.

3. Right-click the database to be backed up, and select Tasks > Back Up.

2 s s M . e----—-————] oo

File Edit View Debug Tools Window Community Help

{8 NewQuey | [y | B4 B B | O | & j\ﬁi
Connect~ 8 & w T [F] B
2 (local) (SQL Server 10.50.2500 - sa)

[ (3 Databases
[ System Databases
[ Database Snapshots
1
5678
AutoPilot
ConisioMasterDb
Loglegins
new name

Patric New Database...
Patric} New Query
POMW  Script Datsbaseas  +
PO
test Tasks ’ Detach...
‘Tfsu_n Policies ’ Take Offline
JE2)
test2 Facets Bring Online
test3 Start PowerShell Shrink
3 Security I —
[3 Server Ob Reports 3 Back Up...
[ Replicatiol Rename Restore
3 Managem N
Delete Mirror...
[ 5QL Serve rror.
Refresh Launch Database Mirroring Monitor...
Properties Ship Transaction Logs...

s B

Extract Data-tier Application...
Register as Data-tier Application...

Import Data...
Export Data...

Copy Database...

Manage Database Encryption...

e L

Ready

4. In the Back Up Databases dialog box, under Source:
a) For Backup type, select Full.
b) For Backup component, select Database.
5. Under Destination, click Add.

6. In the Select Backup Destination dialog box, enter a destination path and filename for the backed up
database and click OK.
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T el

[] Copy-only Backup
Backup component:

“ @ Database

() Files and filegroups:

53;"’6";{1:;?9“ % serpt v (4 Help
[ Options
“ Source
Database: lnewbadcupt&d - ]
Recovery model: |

Backup type Q— F.

)

Backup set

MName: newbachkuptest-Full Database Backup

Description:

Backup set will expire:

_.!j View connection properties

Il Progress
Ready

e @ After: |D E“ days
Server © on: | 171072014 |
focal) Destination

| Connection: Back up ta: @ Disk s
= C:\Program Files'\Microsoft SQL Server'\MS55QL10 50.M5SGLSERVER\MSSC

7. Click OK to start the backup.

8. When the backup completes, click OK.

9. Repeat the backup procedure for any additional file vault databases.

10. Exit SQL Server Management Studio.
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Backing Up the Enterprise PDM Master Database

In addition to the file vault database(s), the Enterprise PDM master database called ConisioMasterDb
must be backed up.

I Microsoft SQL Server Management Studio S=RECIl X

File Edit View Debug Tools Window Community Help

R NewQuery |0y BB RS O |5 A dlﬁi

Connect~ @ @3 w T [Z B

= (local) (SQL Server 10.50.2500 - sa)
= CA Databases

| 3 System Databases

3 Database Snapshots

1
5678
AutePilot
Loglegins Mew Database...
new name New Query
newbackuptest Script Databaseas b
Patrick
Patrick123 Tasks ' Detach...
PDMWE_Enterp, Policics , P
PDMWE_vaultth| = K
test acets Bring Online
testl Start PowerShell Shrink
TEST123456 —_———|
test2 Reports 4 Back Up..
test3 Rename Restore
[ Security .
Delet
[ Server Objects elete Mirror...
[3 Replication Refresh Launch Database Mirrering Meniter...
4 Management Properties Ship Transaction Logs...
= SQL Server Agent
® B sQ 9 Generate Scripts..
Extract Data-tier Application...
Register as Data-tier Application...
[Ouput T tport Dt
Export Data...
Copy Database...
Manage Database Encryption...

To back up this database, follow the same instructions used for backing up the file vault database.
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Backing Up the Archive Server Settings

The archive server contains file vault settings such as passwords and defined login types. It is also the
physical location of the Enterprise PDM vault archive files. Backing up the archive server settings does not
back up the archive files.

After backing up the archive server settings, include the backup file in your normal file backup.
To backup the archive server settings:

1. On the archive server, open the SolidWorks Enterprise PDM Archive Server dialog box by doing one of
the following:

¢ On Windows 7 and Windows Server systems prior to Windows Server 2012, from the Windows
Start menu, select All Programs > SolidWorks Enterprise PDM > Archive Server
Configuration.

G SolidWorks Enterprise PDM Archive Server o o e
File View [Tools| Help
H = Start Server
=& Stop Server Database Server | Database Name | Description
Restart Server

Mew Root Folder...

1 Delete Folder

Default Settings...

Backup Settings... _

Set backup settings
* On Windows 8 and Windows Server 2012 or later, on the Apps screen, under SolidWorks
Enterprise PDM, click Archive Server Configuration.

2. Select Tools > Backup settings.
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3. In the Backup Settings dialog box:

a) Select Include all vaults. (preferred setting)
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Alternatively, you can select Include selected vaults and specify the file vaults for which

settings will be backed up.

b) Specify or select the Backup location.

The default location is the archive root folder.

¢) To schedule an automatic backup, click Schedule and specify the schedule.

d) Type and confirm a password for the backup file.

This password is required to restore settings.

e) Do one of the following:

* To perform the backup immediately, click Launch backup. When a message confirms

the backup, click OK.

* To perform the backup at the scheduled time, click OK.
4. Close the SolidWorks Enterprise PDM Archive Server dialog box.

The backup file is saved in the specified location and called Backup.dat.

Backup Settings

Optionz

Thiz tool does MOT backup the vault archives. To backup the
file wault archives, set your normal backup routine to include the
directories stored under the archive root folder.

Thiz backup tool handles the archive server settings and logins.
The default zettings are always included in a backup.

@ Include all vaults.

1 7
" Include selected vaults AutoFilat
Enterprize FOM ...
Patrick123
best
test]
TEST123456
Il test? i
Backup location:
C:\Program FileshSolidworks Enterprize PDMAD ata J
Schedule
¥ Schedule Occurs every 1 day(s), at 00:00:00. J
Password
Password: Confirm password:
xxxxxxxxxxxxx |xxxxxxxxxxxxx
Load backup... Launch backup...

0K

Cancel
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Backing Up the Archive Files

The file vault archives contain the physical files that are stored in a file vault. A file added to the vault is
stored in the archive folder specified by the archive server.

1. Locate the archive folder with the same name as the file vault.

This folder is stored under the defined root folder path on the archive server. If you are uncertain where
the file vault archives are stored, view the registry key

HKEY_LOCAL_MACHINE\SOFTWARE\SolidWorks\Applications\PDMWorks Enterprise\
ArchiveServer\Vaults\vaultname\ArchiveTable.

6@" IVlC:\Program Files\SolidWorks Enterprise PDM

2. Use a backup application such as Backup

SolidWorks Enterprise PDM

Exec to back up this folder and its contents.
r="

| Search Patrick123 0

6@ 'I 1. C\Program Files\SolidWorks Enterprise PDM\<vaultname>»

Organize = Include in library « Share with + Burn New folder = ~ [l @
0 Name Date modified Type Size
ko 12/12/201311:05 ...  File folder
k1 12/12/201311:05 ...  File folder
k2 12/12/201311:05 ...  File folder
k3 12/12/201311:05 ...  File folder
4 12/12/201311:05 ...  File folder
k5 12/12/201311:05 ...  File folder
L k6 12/12/201311:05 ...  Filefolder
o k7 12/12/201311:05 ...  Filefolder
. Libraries )
.8 12/12/201311:05 ...  File folder
@ Documents )
] 9 12/12/2013 11:05 ... File folder
J’ Music )
) oA 12/12/2013 11:05 ... File folder
[ Pictures )
. kB 12/12/2013 11:05 ... File folder
‘ Videos .
& C 12/12/2013 11:05 ... File folder
kD 12/12/201311:05 ...  Filefolder
L] Computer H )
; & E 12/12/2013 11:05 ... File folder
£, Local Disk () _
& F 12/12/2013 11:05 ... File folder
—a HP_TOOLSI(E)
—a HP_RECOVERY (G:)
5 networkshares (\\epdmvault) (H
e! Network
) 16 items
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Scheduling Database Backups Using a Maintenance Plan

To set up a recurring automatic backup of the file vault SQL databases, you can use the SQL Server
Management Studio maintenance plans.

A maintenance plan lets you create complete backups of the databases, which you can include in your
normal file backup routine.

Before scheduling database backups:
e The SSIS (Integration Services) must be installed on the SQL Server. The Integration

Services are normally included as part of the Workstation Components step in the SQL Server
install wizard.

For more information, see: http://support.microsoft.com/kb/913967
e The SQL Server Agent must be running.

Install SQL Server 2005 SP2 or higher if you have trouble setting up or using the maintenance
plans.

Starting the SQL Server Agent

If the SQL Server Agent is not running, you could see a message that the ‘Agent XPs’ component is
turned off as part of the security configuration of your computer.

1. Open the SQL Server Configuration Manager.
2. In the left pane, select SQL Server Services.

3. If the state of SQL Server Agent is Stopped, right-click it and select Start.
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Sql Server Configuration Ma = L= | B |
8 a1 server Contiguon anage
File Action View Help
vl ARSIIENESN ? RECRORONG)
‘@ SQL Server Configuration Manager (Local) Mame State Start Mode Log On As
E zqt zer\.rer ;er\.rlcesk o o (32b ﬁ SQL Server Integration Services 10.0 Running Autematic LocalSystem
L. SQL Server Network Configuration (3251 E51SQL Server (MSSQLSERVER) Running Automatic LocalSystem
4 " 5QL Native Client 10.0 Configuration (32bit) ﬁ SQL Server Browser Running Automatic MT AUTHORT

[ _E SQL Server Metwerk Configuration

» B 5QL Native Client 10.0 Configuration L0 SOL Server Agent (MSSOLSERVER)

Stopped

Start
Stop
Pause
Resume

Restart
Properties

Help

Automatic

LocalSystem

4 L

Start selected service.

Ensure that the Start Mode of the agent is set to Automatic. If it is not, right-click the agent and select

Properties, then configure the Start Mode on the Services tab.
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ﬁ Sql Server Configuration Manager == &
-
File Action View Help
|| = H
@ SQL Server Configuration Manager (Local) MName State Start Mode Log On As
B :Q:: :er-.rer ;emcesk Confi o (32bi ﬁ SQL Server Integration Services 10,0 Running Automatic LocalSystem
-- QL Server Network Configuration (32bit) Eh15QL Server (MSSQLSERVER) Running Automatic Localsystem
’ " SQL Native Client 10.0 Configuration (32bit) ﬁSQL Server Browser Running Autornatic NT AUTHORD
& 50L Server Network Configuration )
. .. 5QL Native Client 10.0 Configuration @SQL Server Agent (M55QLSERVER) Running Manual LocalSystem
r ™Y
SQL Server AgengilSSQLSERVER) Properties [
| Log On | Service |M\ranced|
E General
Einary Path “C\Program Files\Microsoft SQL §
Error Control 1
Exit Code 0
Host Name MTV-JAMESHP
Mame SQL Server Agent [MSSQLSERVER]
Process ID 42244
SQL Service Type SQL Agent
Start Mode
State
Disabled
Manual
Start Mode
The start mode of this service.
[ ok [ ceneel || 2omh Help
< i 3

4. Exit the SQL Server Configuration Manager.
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Setting Up a Maintenance Plan for Database Backup
The easiest way to set up a backup maintenance plan is using the SQL Maintenance wizard.

When the backup maintenance plan is run, the file vault databases are backed up and placed in a folder
you specify. Include the backup folder in your normal daily backup procedure.

To set up a backup maintenance plan:
1. Open Microsoft SQL Server Management Studio and click Connect.
2. In the left pane, under the SQL Server, expand Management.

3. Right-click Maintenance Plans and select Maintenance Plan Wizard.
| File Edit View Debug Teols Window Community Help

| 5 New Query | [y | iy i 5 | | &5 1 5 )

Connect- 33 @1 w 7 ] B

=] (local) (5QL Server 10.50.2500 - =a)
[ Databases
[ Security
[ Server Objects
[ Replication
= [ Management
Data-tier Applications
2 Policy Management
[-7] Data Collection

Resource Governor ,
] Vaintenar

3 SQL Serve Mew Maintenance Plan...
QE Database | Maintenance Plan Wizard

¢ Distribute View Hi
£ Legacy 1ew History
[ SQL Server Ag Reports N
Refresh

Ready
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Select Plan Properties

1. Enter a name and description for the maintenance plan.

2. Click Change to set up a schedule.
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In the Job Schedule Properties dialog box, specify a name for the schedule and choose the
recurring times to run the database backups. Set the times close to the start time of the normal
daily file backups. The backup of a database to a hard drive usually completes within minutes.

U4 Microsoft SQL Server Management Studie

File Edit View Debug Tools

Window Community Help

10 New Quey | Gy | 8 55 B 65 A 5 [ B

Object Explorer
Connect- @9 83 w T 7] B

-1 x

= [ (ocal) (SQL Server 10.50.2500 - sa)
[ Databases

Security

p
[ Job Schedule Properties - MaintenancePla

Server Objects
(23 Replication

|5 Maintenance Plan Wizard

Select Plan Properties
How do you wart to schedule your maintenance tasks?

Name MairtenancePlan

Description -

@ Single schedule for the entire plan or no schedule

Change...

<Beac [ etz || [ Conea

Finish

3. Click OK.

4, Click Next.

www.hawkridgesys.com

Name MaintenancePlan jobs in Schedule
= [ Management
&) Data-tier A | Schedule type: [Recumng - Enabled
9 Palicy Man
b3 Data Colled o e gccurence
@ [ Resource Gf | VA <] Time 34622PM |2
[ Maintenang ) Separate schedules for sach task
3 SQL Server Iy .
115 Database MJj| T
8 om0 _
3 Legacy -
1 Not scheduled D d)
B 0L semer Agd | PR weekls) on scheduled (On Demand)
Monday Wednesday Fiday Saturday
Tuesday Thursday Sunday
Dalyfrequency
® Occurs once at 120000 AM 13
©) Ocours every: howl) | Statingat e
Ending at 115959PM |
ko ol Duration
Start date: 11072014 G ©) Enddate
@ MNoenddate
Summary
Description Ocours every week on Sunday at 12:00:00 AM, Schedule wil be used stating on 1/10/2014.
[ ok [ Concel ][ Hep |
Ready
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Select Maintenance Tasks
1. Select Back Up Database (Full).

r_ M
|#§ Maintenance Plan Wizard E@g

Select Maintenance Tasks
Which tasks should this plan perform?

Select one or more maintenance tasks:

[] Check Database Integrity

[] Shrink Database

[] Reorganize Index

[] Rebuild Index

[] Update Statistics

[] Clean Up Histary

[7] Bxecute SGL Server Agert Job

[7] Back Up Database (Differential)

[] Back Up Database (Transaction Log)
[] Maintenance Cleanup Task

j) The Back Up Database (Full) task allows you to specify the source databases, destination
files or tapes, and overwrite options for a full backup.

Help <Back || Net> || A Cancel

If you rely on daily backups, you can select Back Up Database (Differential) as
well. You should create at least one full backup set each week.

2. Click Next.
Select Maintenance Task Order
1. Ensure that the backup task is listed.

2. Click Next.
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Define Back Up Database (Full) Task
1. Expand the Databases list.

2. Select All user databases.
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(7} Back up databases acros|

ol
1]

m

@ Create a backup file for
[7] Create a sub-directo
Folder:

i

0

Backup file extension:

uﬁ' Maintenance Plan Wizard | = = 28 |
Define Back Up Database (Full) Task
Configure the maintenance task. “
b
Ba pe Full
Database(s): «5elect one or more: il
I =L
Backup component
i@ Database
Backup set will expire @ All databases _
@ After
O () System databases
Bz pto: @ Disk 1 ~ Al user databases (excluding master, model, msdb,

' tempdb)

() These databases:

[ 1 -
RET0 =
5678 |
] AutoFilot B
[[7] ConisioMasterDb -
[T lgnore databases where the state is not online
| ok || Cancel

[ Verify backup integrity

1}

Mot scheduled (On Demand)

Ize the default server setting

1]
51}

i
i
i
&
i

Help

« Back
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This selects all Enterprise PDM databases and excludes the SQL system databases, which are not
required by Enterprise PDM. To select databases individually, select These databases and make
your selections. Be sure to select the file vault database(s) and the ConisioMasterDb database.

3. Click OK.

4. Select Backup set will expire and define how many days the existing backup set files should

be kept.

5. Select Back up to Disk.

6. Select Create a backup file for every database.

7. For Folder, enter a local path on the SQL Server to an existing folder where the backup files

should be created.

8. Click Next.

www.hawkridgesys.com

-

l#{ Maintenance Plan Wizard el X
Define Back Up Database (Full) Task
Corfigure the maintenance task. \‘
Full
Database(s): Al databases ﬂ
Backup component

Backup set will expire: p

@ After 14 < days
© On 1/24/2014
Backupto: @ Disk (O Tape
() Back up databases across one or more files:
Append

@ Create a backup file for every database
[] Create a sub-directory for each database

Folder“ C:\Program Files\Microsoft 5L Server\MSSQL10_50.MSSQLS [ .. |

Backup file extension:

[ Verify backup integrity

Set backup compression:

Use the default server setting

Mot scheduled {On Demand)

|
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Select Report Options

1. For backup task report, select Write a report to a text file or E-mail report, and specify
where it should be saved or sent.

= 1
[#§ Maintenance Plan Wizard E@g

Select Report Options

Select options for saving or distibuting a repart of the maintenance plan L] N
actions. b

Wite a report to a test file

Folder location: C:\Program Files\Microsoft SQL Server\MSSQL10_ D
[] E-mail report

To:

2. Click Next.

Complete the Wizard
Click Finish.
Maintenance Plan Wizard Progress

When all tasks have been completed, click Close.

4. Exit Microsoft SQL Server Management Studio.
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Restoring a File Vault

Restoring a file vault requires recent backups of the file vault databases, ConisioMasterDb database,
archive server configuration settings, and file vault archive files.

Restoring the SQL Server File Vault Databases
1. Install the SQL Server:

a) Configure the SQL login type to mixed mode.

b) Select to install the management tools.
2. Apply the latest SQL service pack.
3. Restore the SQL database backup files to a temporary folder on the SQL Server.
4. Open Microsoft SQL Server Management Studio and click Connect.

5. In the left pane, right-click Databases and select Restore Database.

A7 Microsoft SQL Server Management

File Edit View Debug Tools Window Community Help

PR NewQuery | [y TR TG | EFH B

Connect~ & &8 = " [g] E

= {local) (5QL Server 10.50.2500 - =3)

s Ca R
[ Securil Mew Database...
g Server Attach...
Repli
Ca Mana:' Restore Database... h
% 50L Se Restore Files and Filegroups...
Start PowerShell
Reports »
Refresh
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6. In the Restore Database dialog box, in the To database field, enter the name of the file vault
database exactly as it was named when backed up.

7. Under Source for restore, select From device and click the Browse button.
8. In the Specify Backup dialog box, click Add.

9. In the Locate Backup File dialog box, select the database backup file and click OK twice to return to
the Restore Database dialog box.

Select a page ) .
ey = = Seret - [ Heb
A Options

Destination for restore

Select or type the name of a new or existing database for your restore operation

To database: “ test -

To a point in time: Mast recent possible E]

Source for restore

Specify the source and location of backup sets to restore.

(7 From database: ‘ - |
@ From device: B
Select the backup sets to restore:

Locate Backup File - MTV- H
p

ect the file:

e
2 Specify Backup

Specify the backup media and its location for your restore operation I

Backup media: [He - ]
Backup location:

N
- test1
(-2 TEST123456
--ﬁtestz 0K J[ Concel [ teb |

&-C3 Users
I =

e LT i

10. Under Select the backup sets to restore, click Restore for the database to restore.

11. In the left pane, select Options.
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P -
| | Restore Database - test Sy
Select a page )
B <5 sewt - [
1 Options
Destination for restore
Select ortype the name of a new or existing database for your restore operation.
To database: test -
Ta a point in time: Most recent possible [j
Source for restore
Specify the source and location of backup sets to restore.
(7) From database:
@ From device: C:SQLbackup123 bak E]

Select the backup sets to restore:
Restore  Mame Componert  Type  Server Databe
Patrick 123-Full Database Backup  Database Full MTV-JAMESHP  Patrick

Connection

Server:
{local)

Connection:
sa

33! Wiew connection properties

Progress
Ready

12. In the right pane, verify that the paths to the database files are correct. SQL defaults to the paths
used when backing up the database.

13. Click OK to start the restore.
14. Repeat this procedure for additional file vault databases, including the
ConisioMasterDb database.

15. Exit Microsoft SQL Server Management Studio.
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Verifying the ConisioMasterDb Restore
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After you restore the ConisioMasterDb database, ensure that information in the VaultName and
DatabaseName columns of the FileVaults table is correct. If either entry is missing, notifications cannot

be processed.

1. Open Microsoft SQL Server Management Studio and click Connect.
2. Expand Databases > ConisioMasterDb > Tables > dbo.FileVaults.

3. Click Columns, and verify the VaultName and DatabaseName.

1z Microsoft SQL Server Management Studio

- e I _ ]

; ﬂ Mew Query | E.\i

Connect~ &3 33 5 "7 [g] E

File Edit View Debug Teools Window Community Help

B D EES | &

|ObectBplorsr  wax

=] {local) (SQL Server 10.50.2500 - =a)
= [ Databases
[ System Databases
[ Database Snapshots
1
5678
AutoPilot
ConisioMasterDb
[ Database Diagrams
= C3 Tables
[ System Tables
dbo.ALD
=] dbo.FileVaults
= 4 Celumns

O0OHBBE

(3 Keys
3 Constraints
[ Triggers
3 Indexes
[ Statistics
dbo.LIUInfo
dbo.LoggedinUsers
dbo.LoggedOutUsers
Ca Views
3 Synonyms
[ Programmability
[ [C3 Service Broker

[ »

[Z] VaultMame {nvarchar{260], null}
B DatabaseMame (nvarchar(260), null)

4. Exit Microsoft SQL Server Management Studio.
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Restoring the Archive Server and File Vault Archives

Use this procedure to restore the archive server setting to the previous settings, including all login
settings and user information.

1. On the new archive server, restore the physical vault archives from the backup (folders 0-F) to the
same location as before the backup.

2. Install the archive server.

Use the settings you used in the original install. If unsure, use the default options. Define the
root folder path as you defined it originally.

3. Restore the archive server configuration settings backup file Backup.dat to the archive root folder.
4. Open the SolidWorks Enterprise PDM Archive Server dialog box by doing one of the following:

¢ On Windows 7 and Windows Server systems prior to Windows Server 2012, from the Windows
Start menu, select All Programs > SolidWorks Enterprise PDM > Archive Server
Configuration.

¢ On Windows 8 and Windows Server 2012 or later, on the Apps screen, under SolidWorks
Enterprise PDM, click Archive Server Configuration.

5. Select Tools > Backup settings.

6. In the Backup Settings dialog box, click Load Backup.

Backup Settings | 2 28 |

Options

Thiz tool does MOT backup the vault archives. To backup the
file: wwault archives, set vour normal backup routine to include the
directories stored under the archive root folder.

Thiz backup tool handles the archive server settings and logins.
The default settings are always included in a backup.

* Include all vaults. =1

" Include selected vaults AutoFilot
Enterprize FDOM ...
Fatrick123

test
testl
TEST123456
W1 testz
Backup location:
C:\Program Files\Solidw/orks Enterprize PDMA\Data
Schedule
¥ Schedule Occurs every 1 day(s), at 00:00:00.
Password
Password: Confirm pazswords
Load backup... Launch backup... |

| (] 8 | Cancel |
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7. Locate the archive server settings backup file Backup.dat and click Open.
8. In the Enter Password dialog box, type the backup file password.

9. When the settings are restored, click OK.

10. Close the SolidWorks Enterprise PDM Archive Server dialog box.

Reference:

2014 SolidWorks Enterprise PDM Installation guide pp 88-94
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